EECS122: Introductionto CommunicatiorNetworks
Final ExamSolutions

Problem 1. (6 points) How long doesit take for a 3000-bytelP paclet to go from hostA to hostB in the figure
belon. Assumethe overheadof ary paclet headerss negligible, asis thelengthof the cablesandassumehereis no
othertraffic. (If you needto make anadditionalassumptionstateit.)

1 Mbps [ | 64 kbps
A MTU = 2000 bytes MTU = 2000 bytes B
Becauséhe pacletis largerthanthe MTU, hostA mustfragmentit. Any fragmentatioris acceptablas
longasall fragmentsarelessthantheMTU, andtheirtotal sizeis 3000bytes. Typically, all fragmentswill

equaltheMTU exceptthelast,sothis solutionassumeshathostA sendsa 2000-bytefragmentfollowed
by a 1000-bytefragment.

After thefirst fragmentfully arrivesat the router, the routerwill startsendingit to hostB. Meanwhile,
hostA will sendthe secondfragment,which will fully arrive at the routerbeforethe routeris finished
sendingthe first fragment(becausehe secondink is slower thanthe first). Thereforethe total transfer
time is thetime for the first fragmentto getfrom A to therouter, plusthetime for bothfragmentgo get
from therouterto B:

2000bytes8 bits N 3000bytes 8 bits
10° bits/s byte = 64,000bits/s byte

=16ms+375ms=391ms

(Noticethatfragmentsarereassembledt the destinationnot at therouter Thisis statedin the textbook
andthe lecturenotes.Actually, IPv4 permitsroutersto reassemblgaclets,but thatis generallydiscour
agedandnotdone.IPv6 specifieshatreassemblyakesplaceonly at the destinationnottherouter)

Problem 2. (6 points) In the figure below, a paclet is arriving at an IP router connectedo three Ethernets. 1P
addresseareshawvn in dotteddecimalnotationor denotedby uppercaseetters,while Ethernetaddressearedenoted
by lower caseletters,andinternal interfaceidentifiersare integers. Draw the paclet nearthe next Ethernetit will
traverse.Includetheaddresses.
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Therouterfindsthelongestmatchfor the destinationP addres$128.32.130.9)which is the entry map-
ping 128.32.130¢o0 outputport 3. The entry specifieghatthe next hoprouterhaslP addres®. Routers
donotaltertheIP addressesf the pacletsthey forward,but ARP is usedto mapD to the corresponding
Ethernetaddresdd, which is usedasthe destinationof the Ethernetframe. The sourceaddressof the
Etherneframeis c, the Ethernetaddres®f the outputinterface.



Problem 3. (6 points) Pretendor amomentthatIP addressearel2 bitsinsteadof 32,andsupposegouareallocated
the block of addresse4011xxxxxxxxfor assigningaddresseso hostsin four networks. Network A has100 hosts,
network B has50, network C has25, andnetwork D has20. Chooseanaddresgrefix for eachnetwork.

Network A needsat least7 bits for the hostpart (usingup 128 addressesnetwork B needsat least6
bits (64 addressesgandnetworks C andD needat least5 bits each(32 addresses)Thataddsup to 256
addressesyhich is the entire block. Sothe numberof hostbits for eachnetwork mustbe exactly the
minimum stated Jeaving the remainingbits for the prefix. Eachprefix mustbegin with 1011,andnone
maybe a prefix of another Hereis onepossibleassignment:

A: 10110
B: 101110
C:1011110
D: 1011111

Problem 4. (12 points) At the consoleof a workstationattachedo an Ethernet,a userhascomposedan email
message Betweenthe time the userselects'send” andthe time the voltagefirst changesn the Ethernet,describe
whathappensteachof thefollowing layers.Assumenothingis alreadycachedatary layer Thesimplestayer, UDP,
hasbeendonefor you.

e MTA: Looks up the mail exchangeMX) for the domainof the destinationemail addresshy sendinga DNS
gueryto thelocal namesener (whoselP addresss known).

e UDP: Prepends UDP header(containingport numbersanda checksumYo the data,and passeshe resultto
thelP layer, alongwith the destinatiorlP address.

¢ |P: Checkswvhetherthedestinatioraddresss onthelocal network by checkingwhetherit beginswith the prefix
of the local network (in otherwords, it checkswhetherthe destinationAND netmaskequalsits own address
AND netmask)If thedestinationis local, the pacletwill besentdirectly to thedestinationptherwiset will be
sentto thedefaultrouter(whoselP addresss known). Eitherway, anIP addressnustbemappedo anEthernet
addresdy sendinganARP request(TheEthernedestinatioraddres®f ARP requestss awell-known Ethernet
groupaddressbut you werent expectedo know that.)

e Ethernet:Prependsin Ethernetheaderthenlistensfor actiity on the wire (carriersense).Whentheline is
clear beginssendingthe preamble.

Problem 5. Considerl2 stationghosts)attachedo a 10 Mbps Ethernet.Thethroughputof the Ethernets thetotal
rateat which datais deliveredto all the hosts.Assumeall framesareaddressetb individual stations notto groupor
broadcasaddressesiVhatis the maximumpossiblethroughputf. ..

a) (2points) ...eachhostis connectedo asinglehub(repeater)?

10 Mbps. This is achievableif, for example,only one hostis sendingall the time. No greater
throughpuis possiblebecaus¢he hubforwardsthedataon all ports,sotherecanbeonly onesender
atatime.

b) (2 points) ...eachhostis connectedia a half-duplex interfaceto a singleEthernetswitch (bridge)?

60 Mbps. Thisis achievableif, for example,six hostsaresendingall the time andthe othersix are
receving all thetime. No greaterthroughputis possiblebecausevery frameneedsa placeto go,
anda half duplex interfacecannotsenda frameandreceve a frameat the sametime.

¢) (2points) ...eachhostis connectediia afull-duplex interfaceto a singleEthernetswitch (bridge)?

120 Mbps. This is achievableif all twelve hostsareboth sendingandreceving all thetime. Obvi-
ouslyno greaterthroughputs possible.



Problem 6. (6 points) TheroutersA, B, C, D, andE arefully connectedandtablebelow givesthe symmetriccost
of thelink betweeneachpair. After the routing protocolhasstabilized,a pacletis sentfrom A to B. Whatpathdoes
it take?
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A shortest-pathlgorithm,lik e Dijkstra’s or Bellman-Ford,canbeusedto find theshortest-patkreerooted
atA (or B). Thepacletwill take the shortes{leastcost)pathfrom A to B, whichisA - E— C— B (a
costof 8).

Problem 7. (6 points) Why doesnt collision detectionwork well in wirelessnetworks?(Describea scenario.)

It' sbecausehenodesarenot fully connectedthey cannotall heareachother).

One scenariois the hiddenterminal problem: Framesfrom two senderscollide becausehe recevers
areneareachother, but the sendersarefar apartand cannotheareachother, andthuscannotdetectthe
collision.
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Another scenariois the exposedterminal problem: Two sendersheareachother and think thereis a
collision, whenin factthereis nonebecauseachrecevercanhearonly onesender
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Problem 8. An ATM switch hasa singlebuffer thatholds2 million bits. Thereis currentlyoneconnectiorflowing

throughthe switch, with traffic characteristic§ CR= 4 Mbps,BT = 0.1secondsPCR= 7 Mbps,CDVT = 0, andthe

network hasguaranteedhat noneof its cells will be dropped. Supposea requestcomesin for a secondconnection
throughthe switchandrequiringthe sameguaranteeandit would usethe sameoutgoinglink, whichis 10 Mbps. Can
the switchadmitthe new connectiornif its traffic characteristicare:

a) (2points) SCR=8 Mbps,BT =0.01secondsPCR= 9 Mbps,CDVT =07

No. Thesustainectell ratesof thetwo connectionaddup to morethanthelink rate,sothe switch
might haveto dropcells.

8 Mbps+ 4 Mbps= 12 Mbps> 10 Mbps
b) (2 points) SCR=5 Mbps,BT = 0.3secondsPCR= 155Mbps,CDVT =0?

Yes. Thesustainectell ratesof the two connectionsaddup to lessthanthelink rate,andthe bucket
sizesof the two connection{SCR x BT) addup to lessthanthe buffer size of the switch, sothe
buffer will never overflow.

5 Mbpsx 0.3 s+ 4 Mbpsx 0.1 s= 1.5 x 10° bits+ 0.4 x 10° bits= 1.9 x 10° bits < 2 x 10° hits
¢) (2points) SCR=1Mbps,BT = 3 secondsPCR=2 Mbps,CDVT =07
Yes.Thepeakcell ratesaddup to lessthanthelink rate,sothebuffer canneverfill up.

2 Mbps+ 7 Mbps= 9 Mbps < 10 Mbps



Problem 9. Considemanerrorcorrectioncodein whicheach2-bit messagenis appendeavith a3-bitchecksequence
f(m) to form a 5-bit codevord, asfollows:

m 00 01 10 11
f(m: 000 101 110 011
codavord: 00000 01101 10110 11011

a) (3 points) If thedecoderecevesthe following sequencef codavordsfrom the channelwhat sequencef
2-bit messagewill it output?

11111 10100 00010 11101 01011 00000

Thedecodeuseghenearestodevord to eachrecevedmessagesoit useshe codevords:
11011 10110 00000 01101 11011 00000

which correspondo the messages:

11 10 00 01 11 OO0

b) (3points) Underwhatassumptions the outputof the decoderequalto theinput of theencoder?

The assumptiorthatthe channelinvertsat mostonebit per codevord. (The minimum distancebetween
two codevordsis 3, sowe cancorrectlessthan 3/2 bit inversions. With moreinversionsthanthat, the
nearestodevordis not necessarilyhe onethatwassent.)

Problem 10. (6 points) SupposéiostsA andB arerunninga sliding window protocolwith congestiorcontrol (not
necessarilyf CP).All paclets(bothdataandacks)arethe samesize,sothelink ratesaregivenin packetspersecond.
Assumethereis no propagatiordelay no queueingdelay andno othertraffic. If the congestiorcontrolalgorithmis
effective (pacletdropsareveryrare),thenthe averagewindow size(in packets)cannotbe morethanwhat?(In other
words,whatwould the averagewindow sizebefor a hypotheticall 00%efficient congestiorcontrolalgorithm?)

20 packets/s{ 1 10 packets/s 20 packets/
A _J

(During the examit wasstatedthat the links are symmetricandthe protocolis transferringdatain only
onedirection.)

The averagethroughputcannotexceed10 paclets/s,otherwisetherewould be mary paclet drops. The
throughputs onewindow perround-triptime. It takesa datapaclet1/20secondo traversethefirst link,
1/10secondor the next, and1/20 secondor thelast,andthe acktakesjust aslongto return,soRTT is
0.4s.

Wgnj(:N < 10paclets/'s= window < 4 paclets

Problem 11. (6 points) Considera protocolintendedto prove to Bob thatheis communicatingwith Alice: Alice

chooses symmetricsessiorkey K, signsit usingAlice’s privatekey, encryptstheresultusingBob’s public key, and
sendsthe resultto Bob. ThereafterAlice and Bob corverse,encryptingeverythingwith K. Therearetwo serious
problemswith this protocol. Describeeitherone.

Oneproblemis thatif Alice is in thehabitof usingthis protocolto talk to Carolaswell asBob, thenCarol

canusethemessagshegetsfrom Alice toimpersonatélice to Bob. Alice send$PubKey-(PrivKey, (K))

to Carol,whoextractsPrivKey, (K) andencryptst with Bob’s publickey, sendingPubKeyg (PrivKey, (K))
to Bob. Thisis exactly whatBob wasexpectingfrom Alice, but Carolknows K andcancontinuethe con-
versationwith Bob. (Thisis almostexactly like homewvork 10 problem4.)

Anotherproblemis that the sessiorkey K is not really a sessiorkey, becausesomeonenvho somehav
discoversit (perhapsy spying on Alice or Bob) canreplaythe messagshesendso Bob atarny timein
thefutureandimpersonaté\lice. A sessiorkey is supposedo work only for onesession(If themessage
signedby Alice hadincludeda noncegeneratedby Bob, thenit wouldn't be usefulin the future because
Bob would choosea differentnonce andthe signaturecannotbe generatedavithout Alice’s privatekey.)



Problem 12. Suppose memorylessourceemitssymbolsA—F with thefollowing probabilities:
A:32% B:25% C:20% D:10% E:8% F:5%

a) (6 points) At mosthow mary symbolspersecondcanbe successfullytransmittedover a channelwith band-
width 10 kHz andsignal-to-noiseatio 20 dB? You neednot simplify your answey but make it unambiguous
anddon't usedB in theexpression.

First, 20 dB = 107%10 = 100. The maximumbit rateof the channels givenby Shannors capacity
theorem:

C = Blog,(1+ SNR)bits = 10kHzlog,(1+ 20dB)bits = 10 kbpslog,(101) = 66.6 kbps

Theminimumbits persymbolis the entroyy:

H = -3 pilog,pi

1
= —0.32log,0.32— 0.25l0g,0.25—- 0.2l0g, 0.2 — 0.1l0g, 0.1 — 0.08log, 0.08 — 0.05lo0g, 0.05
= 233

The maximumpossiblesymbolrateis therefore

C

ml - 233 Symb0|$’s

Although plugging numbersinto the Nyquist equationcan lead to 66.6 kbps for the bit rate, the
Nyquisttheoremdoesnot talk aboutthe capacityof ananalogchanneffor carryingdigital informa-
tion. Justthe oppositejt talks abouthow mary discrete-timesamplesyou needto represenainalog
information.

Also notethatthe Huffman codeis nearlyoptimal, but not optimal. The entroyy is the lower bound
on bits persymbol.

b) (6 points) ConsidettheHuffmancodefor this sourcethatmaximizeshe occurrencef zeros(whenever0 and
1 arebeingassignedo a pair of edges is assignedo the edgeattachedo the moreprobablenode). Decode
thefollowing bit stringinto a string of symbols:1001001100101000

TheHuffmancodeis constructedy repeatedliycombiningthetwo leastprobablenodes:
100%
0 R

43%

1 \g
23%
1 \Q
57% 13%
7\ A

32% 25% 20% 10% 8% 5%
A B C D E F
00 01 11 101 1000 1001

Thebit stringcanbeuniquelydecodechsFACADE.



