EECS122: Introductionto CommunicatiorNetworks

Homeawork 10
(6 points)

Due: 1999-Nor-19-Fri(in class,or 467 Cory by 2pm)

Problem 1. (2 points) Let's definea high-fidelity audiosystemasonethatreproduces
frequenciesn the range20 Hz to 20 kHz with a signal-to-noiseratio of 84 dB. Cana
physicallink with a signal-to-noiseratio of only 7 dB be usedto transmithigh-fidelity
audio?If so,underwhatconditions?

Problem 2. (2 points) A brute-forceattackon an encryptedmessageimply tries de-
crypting with every key until oneyields an intelligible message Supposehattodaythe
largestkey for which a brute-forceattackis feasibleis 56 bits. Processospeedhasbeen
doublingaboutevery 18 monthsfor the pastl5 yearsor so(thisis relatedto Moore’s Law,

which stateghatthe numberof transistorson a chip doublesevery 18 months,which has
beentrue for the past30 yearsor so). If this trend continues,andtoday you encrypta
messageisinga 128-bitkey, abouthow long canyou expectit to remaina secret?

Problem 3.

a) (2points) DESmapsa64-bitinputblock anda56-bitkey to a64-bitoutputblock.
Giventwo 64-bitblocksX andY, how mary keys K arethere,on average suchthat
DES(X,K) =Y (thatis, Y is theencryptedrersionof X usingkey K)? (Notethatthe
answemeednot beaninteger)

b) (food-for-thought) Why mighttheanswerto part(a) beof ary interest?



Problem 4. (food-for-thought) An earlyversionof the SecureSoclet Layer(SSL)used
thefollowing methodfor A to proveits identity to B:

A generatesymmetricsessiorkey K

A send<K encryptedwith B’s public key

B generatesonceN

B sendsN encryptedwith K

A signsN with A’s privatekey, sendgesultencryptedwith K

This protocolhasan erro—at the end, it is possiblethat B will be fooled into thinking it
is talking to A, whenactuallyit is not. Canyou seehow? Hint: The protocolcanbefixed
by having A sendnot only the signedN but alsothe nameof B, both encryptedwith K,
in thelaststep. This problemwastakenfrom the paperPrudent Engineering Practice for
Cryptographic Protocols by Abadi and Needham(obtainablefrom the InterestingLinks
sectionof theclasswebpage).

Problem 5. (hand-on) Usepgp to createa public/privatekey pair for yourself,andhave
afriend dothe same.Sendeachotheremailthatis privateandauthenticated.



