
EECS122: Introductionto CommunicationNetworks

Homework 10
(6 points)

Due:1999-Nov-19-Fri (in class,or 467Coryby 2pm)

Problem 1. (2 points) Let’s definea high-fidelity audiosystemasonethat reproduces
frequenciesin the range20 Hz to 20 kHz with a signal-to-noiseratio of 84 dB. Can a
physical link with a signal-to-noiseratio of only 7 dB be usedto transmithigh-fidelity
audio?If so,underwhatconditions?

Problem 2. (2 points) A brute-forceattackon an encryptedmessagesimply tries de-
crypting with every key until oneyields an intelligible message.Supposethat todaythe
largestkey for which a brute-forceattackis feasibleis 56 bits. Processorspeedhasbeen
doublingaboutevery18monthsfor thepast15yearsor so(this is relatedto Moore’sLaw,
which statesthat thenumberof transistorson a chip doublesevery 18 months,which has
beentrue for the past30 yearsor so). If this trend continues,and todayyou encrypta
messageusinga128-bitkey, abouthow longcanyou expectit to remainasecret?

Problem 3.

a) (2 points) DESmapsa64-bit inputblockanda56-bitkey to a64-bitoutputblock.
Giventwo 64-bit blocksX andY , how many keys K arethere,on average,suchthat
DES

�
X � K ��� Y (thatis,Y is theencryptedversionof X usingkey K)? (Notethatthe

answerneednotbeaninteger.)

b) (food-for-thought) Why might theanswerto part(a)beof any interest?
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Problem 4. (food-for-thought) An earlyversionof theSecureSocket Layer(SSL)used
thefollowing methodfor A to prove its identity to B:

A generatessymmetricsessionkey K
A sendsK encryptedwith B’spublic key
B generatesnonceN
B sendsN encryptedwith K
A signsN with A’sprivatekey, sendsresultencryptedwith K

This protocolhasanerror—at theend,it is possiblethatB will be fooled into thinking it
is talking to A, whenactuallyit is not. Canyou seehow? Hint: Theprotocolcanbefixed
by having A sendnot only the signedN but alsothe nameof B, both encryptedwith K,
in thelaststep.This problemwastakenfrom thepaperPrudent Engineering Practice for
Cryptographic Protocols by Abadi andNeedham(obtainablefrom the InterestingLinks
sectionof theclasswebpage).

Problem 5. (hand-on) Usepgp to createapublic/privatekey pair for yourself,andhave
a frienddo thesame.Sendeachotheremailthatis privateandauthenticated.
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