EECS122: Introductionto CommunicatiorNetworks

Homework 2
(15 points)

Due: 1999-Sep-13-Molistartof class)

Problem 1. Supposeneof yourinstructorsrecevedthe following spam:

From dogboyseven@ol . com Sat Sep 4 16:55:41 1999

Recei ved: from cs2. CS. Berkel ey. EDU (cs2. CS. Ber kel ey. EDU [ 169. 229. 60. 56])
by mmenopsyne. CS. Ber kel ey. EDU (8.9.1a/) with ESMIP id QAA20836
for <ant@mil spool . CS. Ber kel ey. EDU>;

Sat, 4 Sep 1999 16:55:38 -0700 (PDT)

Received: fromnail.everfaster.com (nmail.everfaster.com[197.46.220.4])
by cs2. CS. Berkel ey. EDU (8.9. 1a/8.6.6.Betall) with ESMIP id LAA18735
for <ant@s. berkel ey. edu>; Sat, 4 Sep 1999 16:55:04 -0700 (PDT)

Recei ved: from gate. hypernoon. com (pool 37. gs4w. | ongli nk.net [217.6.1.7])
by mail.everfaster.com (8.8.7/8.8.7) with SMIP id PAA20074;

Sat, 4 Sep 1999 19:54:21 -0400 (EDT)

Received: fromfritz.hotdogcity.com (fritz.hotdogcity.com|[221.88.9.16])
by server.big-hello.com(8.8.8/8.8.8) with SMIP i d RAA04617;
Sat, 4 Sep 1999 19:53:33 -0400 (EDT)

Received: by fritz.hotdogcity.comwith Internet Mail Service (5.5.248.0)
id QLOGA94F; Sat, 4 Sep 1999 19:53:25 -0400 (EDT)

Date: Sat, 4 Sep 1999 19:53:23 -0400 (EDT)

From Charles Lewis <clew s@otnmail.conp

To: ant@s. ber kel ey. edu

Subj ect: You' Il never believe this!

Message- | D <19990904195323. H8159@rit z. hot dogcity. conr

M nme-Version: 1.0

Cont ent - Type: text/plain; charset=us-ascii

You won't believe this, but sone conpany just paid ne to surf the web!
Check out. ..

Referto RFC 822 for the meaningof the headerfields. The first “From” line (without
the colon) is createdby the mail delivery agenton mostUnix systemsand containsthe
return-pathfrom the SMTPMAI L commandseeRFC821). Assumethatthe machinethat
originally sentthe messagés dishonestindnever putsits own namein the headerandall
othermachineghroughwhich the messag@assedrehonest.

a) (2 points) Which machinedid the messageoriginatefrom? How canyou tell?
(Don't bothertrying to look up the namesfrom this fictional messagen the real
DNS. You cando this problemoffline.)



b) (2 points) Which machineis unfortunatelyconfiguredto relay messagethatare
neithercomingfrom nor goingto its domain,andis thusbeingusedasan unwitting
accomplican propagatinghe spam?

¢) (0 points) Whereshouldcomplaintsbe sentabouteachof thesetwo machines?
(SeeRFC2142.)

Problem 2. (hands-on) Playthe partof a mail transferagent: Determinethe mail ex-
changeffor thedomainof your own emailaddresgseeRFC974)usingthe Unix command
nsl ookup. Thenuset el net to connectto the SMTP port (port 25) of the mail ex-
changer(enter“t el net host 25”), andtype SMTP commandgo sendyourselfa mes-
sage[The SMTPsenerdoesnot usethetelnetprotocol—the el net commandunctions
asasimpletransparenpipe whenconnectingo portsotherthanthetelnetport (port23).]

Problem 3. (2 points) Supposéhereis anHTTP senerrunningon foo.barorg, listening
onport12345 servingfiles from somedirectory(which we call the server root). Insidethe
senerrootis asubdirectorycalled“net wor ki ng”, andinsidethatis afile called“What
is TCP/ I P?”. Give a URL for this file. (Assumethe hierarchyof the directorytree
is reflectedin the URL. ConsultRFC 2396regardingthe escapingf resened characters.
Refertotheasci i manpageor the classwebpagefor anASCII codechart.)

Problem 4. (2 points) Write the HTML codefor a paragrapltelementwhosecontentis
“I amdoing EECS122 homeavork” where“EECS 122" is a hyperlink to the classweb
page.(The latestversionof the HTML specificationis 4.0, but version2.0,in RFC 1866,
is simplerandsufficientfor this.)

Problem 5. In SMTPR the endof a messagéody s indicatedby a line containingonly
a period. In HTTP, messagdodiescanbe binary data,so a differentmethodis usedto
indicatewherethebodyends:theCont ent - Lengt h headeffield givesthelengthof the
bodyin bytes.

a) (1 point) Underwhatcircumstancesnight it be difficult for the sener to supply
this headeffield?

b) (1 point) WhatprovisiondoesHTTP 1.1 (RFC2068)make for this situation?

Problem 6. (hands-on) Playthe partof awebbrowser: Fetchthe classweb pageusing
t el net to connecto theHTTP port(port80) of thesener. (In orderto seethe headeiof
theresponseyou’ll needawindow with alarge scrollbackbuffer, or you canusethe Unix
scri pt command.)



Problem 7. (2 points) Usually, if emailis sentfrom onemachingo anotherthereceving
mail transferagentrecordsthe addresof the sendingmachinein the messagdeader(as
we saw in probleml). Supposehereexistsapublic FTPsenerthatallows anyoneto store
andretrievefiles. How cansomeoneisethis FTPsenerto sendanarbitraryemailmessage
from their own machinewithout having its addressecordedn the headerHint: look at
the PORT commandn RFC 959.) (Peoplehave usedthis techniquen the past,but most
modernFTP senersplacerestrictionson the PORT commando make it impossible.)

Problem 8. While theredo exist mary newsgroupsthat are not propagatedo all news
seners,thereare mary thousand®f newsgroupsthatdo indeedgo to almostall seners,
sofor this problemlet’'s keepthe modelsimpleandassumehatevery article goesto every
sener. Supposehereareu usersgachof whom,on averagereadsarticles(from a sener)
at arater andpostsarticles(to a sener) at a rate p, wherer > p. Supposdherearen
news seners,eachof which, on average cansendarticlesat a maximumratem, andcan
alsoreceve articlesata maximumratem. Remembethatnews senersareresponsibldor
sendingarticlesbothto usersandto eachother Assumethatthe senerssuccessfullyavoid
sendingduplicatearticles.

a) (2points) How mary userscanbesupportedhatis, whatis the maximumvalue
of u in termsof the otherparameters?

b) (0 points) If thereis only onenews sener, how mary userscanbe supported?

¢) (0points) Asthenumberof senersincreaseso infinity, the maximumnumberof
usergthatcanbe supportecapproachewhatupperbound?

d) (1 point) How mary news senersgetushalfway to the upperbound?



