EECS122: Introductionto CommunicatiorNetworks
Homeawork 10 Solutions

Solution 1. Therearetwo waysto solve this problem.We canfirst usethe Nyquistsam-
pling theoremandthe quantizationnoiseformulato convert our signalto bits per second
(asin homework 9 problem3), thenusethe Shannorcapacitytheoremto determinewhat
link characteristicare neededo supportthat datarate. Or we canjust use Shannorfor

both corversions. Let’s do the latter first. By our definition, high fidelity audiorequires
a channelwith capacity(20,000Hz — 20 Hz) log,(1 + 84 dB)bits (neglectingto subtract
the20 Hz is acceptablebecausenakessolittle difference)andthe channelwe aregiven

hascapacityBlog,(1+ 7 dB)bits, whereB is the bandwidthof the channel,which was
not specified.We needthe capacityof the given channelto be at leastasgreataswhatis

required:

Blog,(1+ 10°")bits > 19,980Hzlog,(1+ 1054)bits

log(1+ 10°7)
log(1+ 1084)

(The basesf the logs cancelout.) Sowe needthe givenlink to have a bandwidthof at
least215.4kHz. If we usethe othermethod(convertto bits persecondxplicitly), we find
thatwe need%"’—cﬂé3 = 14 bits persample and2- 20,000= 40,000 samplegpersecond by
Nyquist’'s samplingtheorem)which is 560,000bps. Thenby Shannors capacitytheorem

we need:

B > 19,980Hz = 2154 kHz

Blog,(1+ 10°7)bits > 560,000bps

560, 000bits/second .
log,(1-+10°7)bits 2184kHz

The slight differencefrom the previous answercomesfrom the slight inaccurag of the
6 dB perbit rule—it is actuallya factorof four, whichis 10log; 5(4)dB = 6.021dB.

Solution 2. Eachadditionalbit in the key doublesthe numberof keys, requiringcom-
puterstwice asfastin orderto try themall. If 56-bit key is the largestsusceptiblgo a
brute-forceattacktoday thena 128-bitkey will be secureuntil computersioublein speed
72 times,which by the assumption®f the problemwill take 72- 18 months= 108years.
(Of coursethenotionof whatis “feasible”is fuzzy—whatsfeasiblefor theaverageperson
todaywasalreadyfeasiblefor avery wealthyperson/corporation/g@rnmentseveralyears
ago,usingoldertechnologybut moreof it.)



Solution 3.

a) Thereare 26456 triples (X,K,Y) suchthatDES(X,K) =Y (because/ou canpick
ary X andK, andthenY is determined).Thereare 254764 pairs (X,Y). Thereis a
trivial functionfrom (X, K,Y) to (X,Y) (justremove theK). Thereverserelationis
not necessarilya function, but it senesasa mapfrom eachpair (X,Y) to the setof
keysthatsatisfyDES(X,K) =Y. Thereforethereare264t56 /264+64 — 2=8 keysthat
fit eachpair on average.

b) Thisis potentiallyinterestingfor codebreakingbecausef you somehav learnone
of the input blocks correspondindgo an outputblock, andyou somehav find a key
thatmapstheinputto the output,it is very likely thatyou have foundthe actualkey
thatwasusedwhichwill thendecrypttherestof themessage.

Solution 4. B might actually be talking to a man-in-the-middleC. SupposeC is some
othersener, andA wantsto establisha connectiorto C. C canatthe sametime establisha
connectiorto B, impersonatind, asfollows:

A generatesymmetricsessiorkey K

A send« to C encryptedwith C’s public key

C decryptK

C send<« to B encryptedwith B’s public key

B generatesonceN

B sendsN to C encryptedwith K

C relaysthemessagé¢o A

A signsN with A’s privatekey, sendgesultto C encryptedwith K
C relaysthemessagé¢o B

B seexxactlythesamemessageasif A wereestablishingaconnectiorto C (shavnin the
problemstatement)but B is talkingto C. And C knows K, soit cancontinuetherestof the
cornversationwith B. Theway to stopthis attackis for A to includethe nameof the sener
in thelist of thingsit signs.Thatway thelastmessagsentto B would containC insteadof
B, soB would know to rejectit.



