EECS122: Introductionto CommunicatiorNetworks
Homeawork 2 Solutions

Solution 1.

a)

b)

Fromthe SMTP spec(RFC821),we seethatsomeof the Recevedfieldsareadded
by the intermediateMTAS, but the restof the messages createdby the originat-
ing host, and is thereforelikely to be bogusin a spammessage. The Receved
headerdorm alinked list, becauseeachone nameshe hostthat receved the mes-
sageandalsothe hostit camefrom. If the originatinghostrefusesto put its own
namein the header(as we aretold to assume)thentherewill be a breakin the
chain.Tracingthelinkedlist backwards,startingfrom thefinal (andtrusted)machine
mnemosyne.cs.begley.eduwe seethatthebreakhappensvheremail.everfastercom
saysit gotthemessagéom gate.hypermoon.corbut thereis no Recevedfield con-
taining “by gate.hypermoon.com'Thereforegate.hypermoon.corms a liar, andwe
weretold to assumehatonly theoriginatinghostlies. (Actually, if mail.everfastercom
is not carefulaboutverifying the accurag of the informationit putsin the header
pool37.qs4wonglink.netand217.6.1.7aremorereliableidentifiersfor the originat-
ing host.)(TheremainingRecevedfieldsarebogus,asarethe Fromfield andinitial
Fromline, so hotdogcitycom, hotmail.com,andaol.comall hadnothingto do with
the relaying of this message—thoseameswere put thereto confusepeople[yes,
softwarefor sendingspanreally playstrickslik ethat]. Ironically, gate.hypermoon.com
would have beermorecorvincingin its attempto placetheblameonhotdogcitycom
if it hadusedits real nameinsteadof sener.big-hello.combecausehenwe would
not have founda breakin thelinkedlist.)

Noticethatmail.everfastercomrecevedthemessagé&om gate.hypermoon.corthen
sentit to cs2.cs.berlley.edu. Thereforemail.everfastercomis configuredto relay
messagewardtheir destinationsio matterwherethe messagesomefrom. (This
wasoncea commonconfigurationput in recentyearsspammer$ave startedtaking
advantageof suchMTAs. It takesa substantiabmountof computingand network
resourcego sendthousand=f copiesof a messagdrom a single machine. But
gate.hypermoon.coroan senda single copy to mail.everfastercomwith hundreds
of addresselstedin SMTP RCPTcommandsthususingsomeoneelses resources
ratherthanits own. Becausef this practice mostMTAs arenow configuredo relay
messageenly if they arecomingfrom or goingto the MTA’sdomain.)

Complaintsshouldbe sentto postmaster@esrfastercomregardingthe overly per
missie configuration,andto aluse@Ilonglink.netegardingthe antisocialbehaior
of its customermypermoon.com Although RFC 2142 documentghe corventional



“postmaster’and“abuse” addressegherewassomeadditionalknowledgerequired
to determinghedomainlonglink.net(whichis why this partwasworth O points). The
syntaxof theRecevedfield indicateghatthenamegate.hypermoon.comapsto the
IP addres217.6.1.7 which mapsbackto the namepool37.qs4wonglink.net. This
is atypical situationfor very small customerof internetserviceproviders(ISPs)—
boththe ISP andthe customethave their own namefor the sameaddressSendinga
complaintto hypermoon.comwvould probablynot be effective, because¢hosearethe
peoplewho sentthespam but sendingacomplaintto their ISPis morelikely to have
aneffect.

Solution 3. Accordingto RFC 2396,theformatof anHTTP URL (without the optional
query)is

http:/host:port/path/path/path. ...
In eachcomponentof the URL, certaincharactersare reserned, and must thereforebe
escapedf they appearIn this example,the spacesslash(/), andquestionmark(?) in the
lastpathcomponenimustbe escapedTheir ASCII codesare32,47, and63 respecitiely,
whichare20, 2F, and3F in hexadecimal.Theresultis

http://foo.barorg:12345/netwrking/What%20i%20TCP%2FIP%3F

Solution 4.

<p>l am doing
<a href="http://www.cs.berkeley.ed u"a mcl/ee csl12 2/">E ECS
122</a> homework.</p>

Solution 5.

a) If themessagdéodyis beinggeneratedby arunningprogram;theHTTP sener (and
eventhe program)might notknow aheadf time how long thebodywill be.

b) HTTP 1.1 providesthe TransferEncodingheaderfield andthe chunked transfer
coding, allowing the body to be broken up into small chunks. (The size of each
chunkmustbe declaredeforethe chunkis sent,but the numberof chunksneednot
be declaredatthe beginning—thesequencés terminatedoy a zero-lengthchunk.)

Solution 7. The FTP PORTcommands usuallyusedto transferfiles betweenthe FTP
sener andclient, or betweentwo remoteFTP seners, but canalsobe usedto transfera
file from an FTP sener to a differentsort of sener. In this case,createa file containing
the SMTP commandsecessaryo senda messagdo an MTA. Transferthis file to the
public FTP sener (using FTP normally), then usethe FTP PORTcommandto instruct



the FTP sener to make a dataconnectionto port 25 of a mail exchanger(in otherwords,
the FTP sener connectdo a mail transferagent),andfinally instructthe FTP sener to

transferthefile. TheSMTPcommandgornvey amessagéo theMTA, andtheMTA records
(accurately)thatthe messageavasreceved from the FTP sener, not from your machine.
(If you try this, it probablywon’t work, becausenost FTP seners have beenalteredto

disallow this sortof thing.)

Solution 8.

a) Thekey is to think of the userscollectively, andthe news senerscollectively. The

b)

c)

d)

u userstogethercreatearticlesat a total rate of up. We aretold that every sener
recevesevery article, andthat the senersavoid sendingduplicates,which means
every sener recevesevery article exactly once. Therefore,the n senerstogether
receve articlesat a total rateof nup. Sinceup of thisincomingtraffic comesfrom
userstheother(n— 1)up mustcomefrom seners,which meanghe senerscollec-
tively sendat a total rateof (n— 1)up to eachother The userscollectively receve
articlesat a total rate of ur, which meansthe seners collectively sendat rate ur
to the users. The total traffic sentby the seners (to usersandto eachother)is
(n—1)up+ur = nup+ (r — p)u. Sincer > p, the seners sendmore than they
receve,sothey will hit theirsendindgimit of mpersenerbeforetheirreceving limit
of m persener. Thetotal sendinglimit for all the senersis nm, sowhenthey reach
their limit:

(n—Lup+ur = nm
nm

(Nn=1)p+r

Substitutingn = 1 into theresultof part(a), we getu= m/r (in otherwords,asmary
usersasonesener canfeedarticlesto).

Takingthelimit asn increaseswe getu = m/p (in otherwords,asmary usersasit
takesto createarticlesfasterthansenerscansendthemto their neighbors).

Substitutingu = m/2p into the resultof part(a), we getn = % — 1. (Soif userson
averageread 1000timesas mary articlesasthey write, thenaddingmore seners
afterthe 999" will not go muchfurtherin supportingmoreusers.To supportmore
usersyou needto make the senerscommunicatdaster asindicatedin part(c).)



