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(UURU�GHWHFWLRQ�	�FRUUHFWLRQ

❚ 'HWHFW��DQG�SRVVLEO\�FRUUHFW��HUURUV�LQ
WUDQVPLVVLRQ�LQWURGXFHG�E\�SK\VLFDO�OD\HU�

❚ (UURU�GHWHFWLRQ�KDSSHQV�DW�GLIIHUHQW�OD\HUV�
❙ $W�GDWD�OLQN��ELW�HUURU�GHWHFWLRQ�FRUUHFWLRQ��FKHFN
ZKHWKHU�DOO�ELWV�LQ�D�SDFNHW�DUH�UHFHLYHG�FRUUHFWO\��,I
\HV��GHOLYHU�SDFNHW�WR�KLJKHU�OD\HU��RWKHUZLVH��GLVFDUG
SDFNHW��RU��LI�SRVVLEOH��FRUUHFW�LW�DQG�GHOLYHU�LW��

❙ $W�QHWZRUN�RU�WUDQVSRUW�OD\HUV��SDFNHW�HUURU
GHWHFWLRQ��FKHFN�ZKHWKHU�SDFNHW�LV�FRUUHFW��,I�\HV�
GHOLYHU�WR�KLJKHU�OD\HU��RWKHUZLVH��GLVFDUG�



:KHUH�DUH�ELW�HUURUV�DQG
ZKHUH�GR�WKH\�FRPH�IURP�"

❚ %LW�LQYHUVLRQ��H�J���VHQG������UHFHLYH�����
❚ /RVW�DGGHG�ELWV��H�J���VHQG������UHFHLYH������
❚ &DXVHV�RI�HUURUV�

❙ 1RLVH��VHQG�VLJQDO�RI����9ROWV��UHFHLYH�VLJQDO�RI����9ROWV�
❙ 'H�V\QFKURQL]DWLRQ�RI�VHQGHU�UHFHLYHU�FORFNV�

❙ ,Q�ZLUHOHVV�FKDQQHOV��PXOWLSDWK��VKDGRZLQJ��HWF�

time

1  0  0  1  1  0  1  0  1  1  0  0  1  0  0  1  0  1

1   0  0  1  1  0   ?  ?   1  0  0  1   0  0  1   0   1

sent

received



(UURU�GHWHFWLRQ�FRUUHFWLRQ
FRGHV

❚ %ORFN�FRGHV��PHPRU\�OHVV�FRGHV�
❙ )RU�HDFK�³EORFN´�RI��GDWD��ELWV�0��DGG�VRPH
UHGXQGDQW�ELWV�5� �I�0���DQG�WUDQVPLW�05
�FRGHZRUG��

❚ &RQYROXWLRQDO�FRGHV��FRGHV�ZLWK�PHPRU\�
❙ 5� �I�0��V���ZKHUH�V�LV�WKH�VWDWH�RI�WKH�FRGH
�GHSHQGV�RQ�SUHYLRXV�EORFNV��

❚ &ULWHULD�IRU�FKRRVLQJ�D�FRGH�
❙ +RZ�PXFK�UHGXQGDQF\��RYHUKHDG��GRHV�LW�DGG�"
❙ +RZ�PDQ\�HUURUV�FDQ�LW�GHWHFW�FRUUHFW�"
❙ +RZ�H[SHQVLYH�LV�LW�WR�FRPSXWH�"



6LPSOH�VROXWLRQ��VHQG
PXOWLSOH�FRSLHV

❚ (DFK�SDFNHW�LV�VHQW�N�WLPHV��N!��
❚ (UURU�GHWHFWLRQ��QRW�DOO�FRSLHV�WKH�VDPH��
❚ (UURU�FRUUHFWLRQ��PDMRULW\�UXOH��
❚ 5HGXFHV�3(5��SDFNHW�HUURU�UDWH�
❚ 7RR�PXFK�UHGXQGDQF\��FKDQQHO�FDSDFLW\
GLYLGHG�E\�N�

❚ &DQ�GR�EHWWHU�XVLQJ�PRUH�FOHYHU�FRGHV�



3DULW\�FRGHV

❚ 6LPSOH�SDULW\�
❙ )RU�HDFK�N�ELWV��DGG���SDULW\�ELW�

❘ (YHQ�2GG�SDULW\��VRPH�RI��V�PXVW�EH�HYHQ�RGG�
❘ (�J������������HYHQ�SDULW\����!������

❙ 'HWHFWV�DQ�RGG�QXPEHU�RI�ELW�HUURUV��H�J��
❘ ��������!�����������FKDQQHO����!����������HUURU�
�UHFHLYHU�NQRZV�WKHUH�LV�DQ�HUURU��

❘ ��������!�����������FKDQQHO����!����������HUURUV�
�UHFHLYHU�GHWHFWV�QR�HUURU��



3DULW\�FRGHV

❚ 7ZR�GLPHQVLRQDO�SDULW\�

1 0 1 1   1
0 1 0 1   0
1 0 0 0   1
1 1 0 0   0
0 0 1 0   1
1 0 0 0

❙ 'HWHFWLRQ�RI�������ELW�HUURUV�
❙ &RUUHFWLRQ�RI���ELW�HUURU�SHU�URZ�FROXPQ�

1 0 1 1   1
0 1 0 1   0
1 0 1 0   1
1 1 0 0   0
0 0 1 0   1
1 0 0 0

1 error

3 errors

1 1 1 1   1
0 1 0 1   0
0 0 1 0   1
1 1 0 0   0
0 0 1 0   1
1 0 0 0



+DPPLQJ�FRGHV

❚ %LW�ZRUGV�RI�OHQJWK�Q���SRLQWV�LQ�Q�GLPHQVLRQDO
ERROHDQ�VSDFH�

❚ +DPPLQJ�GLVWDQFH�EHWZHHQ�WZR�ZRUGV��WKH
QXPEHU�RI�ELWV�LQ�ZKLFK�WKH�ZRUGV�GLIIHU��H�J�
_����������_� ����_����������_� ���

❚ ,I�YDOLG�FRGHZRUGV�KDYH�PLQLPXP�GLVWDQFH�G�
WKHQ�
❙ ,I�OHVV�WKDQ�G�ELW�HUURUV�SHU�EORFN��HUURU�GHWHFWLRQ�
❙ ,I�OHVV�WKDQ�G���ELW�HUURUV�SHU�EORFN��DOVR�FRUUHFWLRQ�



+DPPLQJ�FRGHV



+DPPLQJ�FRGHV

❚ :KDW�LV�WKH�PLQLPXP�DPRXQW�RI�UHGXQGDQF\�"
❚ +DPPLQJ��FDQ�DOZD\V�FRUUHFW���ELW�HUURU�SHU
FRGHZRUG�RI�OHQJWK�Q��ZLWK�ORJ��Q���
UHGXQGDQW�ELWV�

❚ ,GHD��LI�FRGHZRUG�LV�E����E����«�E�Q���WKHQ�
❙ E�����E�����E�����E�����«��E��AN����SDULW\�ELWV�
❙ $OO�RWKHU�ELWV���GDWD�ELWV�
❙ 3DULW\�ELW�E��AL��FKHFNV�WKH�SDULW\�RI�DOO�ELWV�E�M��
V�W��M�ZULWWHQ�LQ�EDVH���KDV���LQ�SRVLWLRQ�L�

❙ :LWK�N�GDWD�ELWV��LW�LV�FDOOHG�DQ��Q�N��FRGH�



+DPPLQJ�FRGHV��H[DPSOH

❚ ([DPSOH��GDWD� �������)LQG�WKH�������FRGHZRUG�
❙ 7KHUH�DUH���� ��SDULW\�ELWV�
❙ 7KH�FRGHZRUG�LV��E��E��E��E��E��E��E���ZKHUH�E� ���E� ��
E� ���E� ��

❙ 3DULW\�ELW�E��FKHFNV�E���������E���������E���������
7KHUHIRUH��E�� ����DVVXPLQJ�HYHQ�SDULW\��

❙ 3DULW\�ELW�E��FKHFNV�E���������E���������E���������
7KHUHIRUH��E�� ���

❙ 3DULW\�ELW�E��FKHFNV�E���������E���������E���������
7KHUHIRUH��E�� ���

❚ )LQDO�FRGHZRUG����������



+DPPLQJ�FRGHV��H[DPSOH
�FRQW·G�

❚ )LQDO�FRGHZRUG����������
❚ &KDQQHO�FRUUXSWV�FRGHZRUG����������
❚ 5HFHLYHU�FDQ�WHOO�ZKLFK�ELW�LV�LQYHUWHG�

❙ E�� ���LV�WKH�SDULW\�ELW�RI�����������ZURQJ�
❙ E�� ���LV�WKH�SDULW\�ELW�RI�����������FRUUHFW�
❙ E�� ���LV�WKH�SDULW\�ELW�RI�����������ZURQJ�
❙ 7KH�LQYHUWHG�ELW�LV�WKH�LQWHUVHFWLRQ�RI�WKH�ELWV�FKHFNHG
E\�E��DQG�WKRVH�FKHFNHG�E\�E���WKDW�LV��^E��E��E�`
DQG�^E��E��E�`� �^E��E�`�

❙ 7KH�LQYHUWHG�ELW�LV�QRW�E���VLQFH�WKLV�LV�FKHFNHG�E\�E�
�VR��E��ZRXOG�EH�ZURQJ��EXW�LW�LV�FRUUHFW��



&\FOLF�UHGXQGDQF\�FKHFN
�&5&�

❚ ,GHD�
❙ 7KHUH�LV�D�JHQHUDWRU�*��NQRZQ�WR�ERWK�VHQGHU
DQG�UHFHLYHU�

❙ ,I�0�LV�WKH�GDWD�WR�EH�VHQW��VHQGHU�WUDQVPLWV
FRGHZRUG��0��0�PRG�*��

❙ 5HFHLYHU�JHWV��;��<��DQG�FKHFNV�ZKHWKHU
;�PRG�*� �<�

,I�\HV��2.��RWKHUZLVH�GLVFDUG�SDFNHW�
❙ ,I�*�LV�SURSHUO\�FKRVHQ��WKHQ�LI�HUURUV�RFFXU��LW
VKRXOG�EH�LPSUREDEOH�WKDW�WKH\�UHVXOW�LQ�VXFK�;
DQG�<�WKDW�;�PRG�*� �<�



&\FOLF�UHGXQGDQF\�FKHFN
�&5&�

❚ ,Q�UHDOLW\�
❙ 0��*��HWF��DUH�EDVH���QXPEHUV��ELW�VWULQJV��
❙ 2SHUDWLRQV�DUH�GRQH�PRGXOR���ZLWKRXW�FDUU\�
(�J������� ����� ��������� ����� ���

❙ 7KHUH�DUH�U�UHGXQGDQF\�ELWV�
❙ 6HQGHU�WUDQVPLWV�7� �0�[��AU���5��ZKHUH�
5� ��0�[��AU��PRG�*� �UHPDLQGHU��

❙ 5HFHLYHU�JHWV�7¶��SRVVLEO\�FRUUXSWHG��DQG�FKHFNV
ZKHWKHU�(� �7¶�PRG�*� ����,I�\HV��LW�DVVXPHV�QR
HUURU�

❙ ,Q�VRPH�FRGHV��HUURU�FRUUHFWLQJ�FRGHV�RU�(&&��
WKH��V�LQ�(�WHOO�ZKHUH�HUURUV�RFFXUUHG�



&5&���H[DPSOH

❚ /HW�0 ������* ������U ��
❚ 6HQGHU�FRPSXWHV�5�
����ORQJ�GLYLVLRQ�RI��������
����E\������
❚ 6HQGHU�WUDQVPLWV
������������5� ��������� �7�
❚ 6XSSRVH�FKDQQHO�FRUUXSWV
����VWULQJ���������� �7¶�
❚ 5HFHLYHU�FRPSXWHV
(� �7¶�PRG�*� �����

❚ (�QRW����VR�DQ�HUURU
RFFXUUHG�

1101000 1011
1011
0110
1100

1011

1011

1011
0111
1110

0101
1010

0000001

0101011 1011
1011
0001

111

sender receiver
R

E



&5&���SURSHUWLHV

❚ &5&�EDVHG�RQ�WKH�WKHRU\�RI�ILQLWH�ILHOGV�
❚ %LW�ZRUGV�FDQ�EH�VHHQ�DV�SRO\QRPLDOV�
H�J����������[A�������[A����[A�����[��������

❚ ,W�FDQ�EH�VKRZQ�WKDW�&5&�FDQ�GHWHFW��
❙ $OO���ELW�HUURUV�
❙ $OPRVW�DOO���ELW�HUURUV��LI�*�[��KDV�D�IDFWRU�ZLWK�DW
OHDVW�WKUHH�WHUPV��H�J���*�[�� ��[�����[A��[���� 
[A�����[A�����[������������

❙ $Q\�RGG�QXPEHU�RI�HUURUV��LI�*�[��KDV�D�IDFWRU�[���
❙ $OO�EXUVWV�RI�XS�WR�P�HUURUV��LI�*�[��LV�RI�GHJUHH�P�
❙ /RQJHU�EXUVW�HUURUV�ZLWK�SUREDELOLW\����A�P��LI
EXUVWV�DUH�UDQGRPO\�GLVWULEXWHG�



&5&���SURSHUWLHV
❚ *HQHUDWRUV�DUH�VWDQGDUGL]HG�

❙ &5&�P�PHDQV�D�JHQHUDWRU�SRO\QRPLDO�RI�GHJUHH�P�
WKDW�LV��D�ELW�ZRUG�RI�OHQJWK�P���

❙ &5&�����������������RU�[A����[A����[������
❙ &5&�����������������
❙ &5&������������������
❙ &5&�����&5&�����&5&�&&,77�

❚ (WKHUQHW��)'',�XVH�&5&�����$70�XVHV�&5&��
DQG�&5&�����ELW�HUURU�UDWHV�LQ�ILEHUV�DUH
H[WUHPHO\�VPDOO��H�J�����A�����

❚ ,PSOHPHQWHG�LQ�KDUGZDUH�XVLQJ�D�VKLIW�UHJLVWHU
RI�U�ELWV�DQG�;25�JDWHV��DGGLWLRQ�VXEWUDFWLRQ
PRGXOR���Z�R�FDUU\�LV�;25��



2WKHU�EORFN�FRGHV

❚ 3HUPXWDWLRQ�FRGHV��DLPHG�DW�GHWHFWLQJ�HUURU
EXUVWV��(�J���LQWHUOHDYHG�+DPPLQJ�FRGHV�
❙ P�FRQVHFXWLYH�FRGHZRUGV��HDFK�RI�OHQJWK�Q��DUH
ZULWWHQ�LQ�DQ�P�[�Q�PDWUL[�

❙ 0DWUL[�LV�WUDQVPLWWHG�FROXPQ�ZLVH�LQVWHDG�RI�URZ�
ZLVH�

❙ $�EXUVW�RI�XS�WR�P�ELW�HUURUV�ZLOO�DSSHDU�DV���ELW
HUURU�SHU�P�ELW�FROXPQ�

❚ 7XUER�FRGHV��SHUPXWDWLRQV���PXOWLSOH
HQFRGHUV�GHFRGHUV�WKDW��FRRSHUDWH��



&RQYROXWLRQDO�FRGHV

❚ &RGHV�ZLWK�PHPRU\��H�J���UHSUHVHQWHG�E\�DQ
)60��D�ILQLWH�VWDWH�PDFKLQH��

❚ (QFRGHU�

❙ &RGH�UDWH����������RXWSXW�ELWV�SHU�HDFK�LQSXW�ELW��
❙ ,PSOHPHQWHG�DV�D�FLUFXLW�

00

0110

11

1/11

0/00

1/00

0/11

0/01

1/10 0/10

1/01

input
(data)

output
(code)

E.g.: Input = 010111
Output = 001101001001



&RQYROXWLRQDO�FRGHV

❚ 'HFRGHU�
❙ .QRZV�WKH�)60�RI�WKH�HQFRGHU�
❙ .HHSV�WUDFN�RI�WKH�SRVVLEOH�VWDWHV�WKH�HQFRGHU�PLJKW
EH�LQ��WKH�OLNHO\KRRG�RI�HDFK�VWDWH�DQG�WKH�KLVWRU\�WR
JHW�WR�WKDW�VWDWH�

❙ 8SRQ�UHFHLYLQJ�D�ELW�ZRUG��XSGDWHV�LWV�LQIRUPDWLRQ
DFFRUGLQJ�WR�WKH�FXUUHQW�VWDWHV�OLNHO\KRRGV��DQG�WKH
)60��(�J���LW�NQRZV�WKDW�LI�HQFRGHU�ZDV�DW�VWDWH����
WKHQ�LW�FRXOGQ
W�KDYH�VHQW�����VR�DQ�HUURU�PXVW�KDYH
RFFXUHG�

❙ $W�WKH�HQG��LW�FKRRVHV�WKH�PRVW�SUREDEOH�KLVWRU\�
❙ ,PSOHPHQWDWLRQ��SUXQLQJ�LV�XVHG�WR�UHPRYH�XVHOHVV
KLVWRULHV�DQG�NHHS�FRPSOH[LW\�ORZ�



&RQYROXWLRQDO�FRGHV

Penalty : how many bits would have to
   be corrupted, for this step to be possible.



&RQYROXWLRQDO�FRGHV

At the end, choose the path with the smallest total penalty.



,QWHUQHW�FKHFNVXP

❚ 8VHG�LQ�,3��7&3��8'3�
❚ ,GHD�

❙ 6HQGHU�DGGV�XS�GDWD�E\����ELW�ZRUGV�DQG�SXWV
WKH�UHVXOW�LQWR�WKH�FKHFNVXP�ILHOG�

❙ 5HFHLYHU�DGGV�XS�GDWD�DQG�FRPSDUHV�UHVXOW�WR
WKH�FKHFNVXP��LI�GLIIHUHQW��GDWD��RU�FKHFNVXP�
PXVW�KDYH�EHHQ�FRUUXSWHG�

❚ :HDNHU�GHWHFWLRQ�SURSHUWLHV�
❚ (DV\�WR�LPSOHPHQW�LQ�VRIWZDUH�
❚ $GHTXDWH��VLQFH�DOPRVW�DOO�HUURUV�FDXJKW
DOUHDG\�DW�GDWD�OLQN�OD\HU�


